DORA Regulation
Demystifying the Legal Acts

Implementing Technical Standard (ITS) on the Register of Information
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DORA REGULATION - DEMYSTIFYING THE LEGAL ACTS

In June 2023, the first wave of Draft RTS (Regulatory Technical Standards) and ITS (Implementing Technical Standard) was published
by the European Supervisory Authorities. The objective of these additional Policy Products is to provide detailed specifications and
guidelines on how certain provisions in the basic legislative Act should be implemented across the EU.

These Policy Products aim to:

» Harmonise the application of the rules and regulations in the financial sector

» Cover areas such as reporting requirements, risk management, disclosure obligations, and other operational aspects of
financial services

» Enhance transparency, consumer protection, and the stability of the financial system

Scope and Timelines

The first batch of Policy Products are Draft and have been published for consultation consists of:
» RTS to specify the policy on ICT services performed by ICT third-party providers (Article 28(10))
» RTS on criteria for the classification of ICT-related incidents (Article 18(3))
» ITS to establish the templates for the register of information (Art.28(9))
» RTS on ICT risk management framework (Article 15) and RTS on simplified ICT risk management framework (Article 16(3))

In this article, we aim to dive deeper into the contents of the ITS on the register of information.
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Development of

ITS on the Register of Information

With the ever-increasing dependence on technology - including related reliance on third-party ICT providers - and increased
complexity in global supply chains, it is clear that organisations need to be aware of and address the inherent risks when it comes
to outsourcing critical functions such as ICT.

The ITS on the Register of Information requires all FEs (Financial Entities) to maintain and update a register of information in
relation to all contractual arrangements on the use of ICT services provided by ICT third-party service providers as part
of their ICT and third-party risk management framework. On entity, sub-consolidated and consolidated levels.

It will be required for FEs to make their register of information available to Competent Authorities to allow
for effective supervision, to acquire a broader understanding of the ICT dependencies of FEs, and to support
the Oversight Framework of critical ICT third-party service providers fundamental to the functioning
of the financial system in Europe.

The ITS on the Register of Information contains a set of open tables and two sets of templates
to be used respectively at entity and sub-consolidated/consolidated level as outlined
in Articles 3 & 7 and annexes 1 & 2 of the ITS.

Register of information at entity level

Financial Entity maintaining the register of information

RT.01.01

Identification of the financial entity maintaining the register

of information at entity level.

Contractual Arrangements — General Information
RT.02.01

List of all contractual arrangements between the financial
entity and its direct ICT third-party service providers with

a unique ‘contractual arrangement reference number’ . .

Contractual Arrangements — Specific Information
RT.02.02

Details of each contractual arrangement listed in template
RT.02.01 with regard to:

» the ICT services included in the scope of the arrangement

» the functions of the FEs supported by those ICT services

» other important information in relation to the such as notice

period, law governing the arrangement, etc. . . .

ICT third-party service providers

RT.05.01

List and provide general information to enable the

identification of the direct ICT third-party service

providers and subcontractors. .

ICT service supply chains
RT.05.02

Identify and link ICT third-party service providers that are
part of one ICT service supply chain. FEs shall identify and

rank the ICT third-party service providers in tiers for each ICT service
included in the scope of each contractual arrangement. . . .

The ITS provides 10 templates that need to be used at entity level. Relation keys are used to link the templates with one another and
each template has a specific objective as illustrated below.

. Contract reference number . ICT Service provider identifier
. ICT Service identifier

. Function identifier

Alternative ICT third-party service providers
RT.05.03

Report basic information on the ICT third-party service
provider(s) identified as alternative provider(s), either already

under contract or only considered by the financial entity. . .

Functions identification
RT.06.01

Identify and provide information on the functions of
the FE and include a unique ‘function identifier’ for
each licensed activity — function combination. .

ICT services identification

Identify the ICT services provided by ICT third-party RT.07.01

service providers to the FE through the creation of
an 'ICT service identifier’. .

Assessments of the ICT services
RT.08.01

Assessment of the ICT services performed by the

financial entity including impact and likelihood of

different scenarios. . .

Definitions from Entities making use of the ICT services
RT.99.01

Capture entity-internal explanations, meanings and
definitions of the closed set of indicators (e.g. impact Low —
Medium - High) used in the register of information.

Next to this, the ITS also includes 4 additional templates — on top of the 10 listed above - on information at sub-consolidated and
consolidated levels. The main objective of these templates is to link the registers of information of the various entities in the scope of
the group and to ensure there is no double-counting.
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How BDO can help?

%

Assess the extent

to which the DORA
regulation applies to
your organisation

Perform a DORA gap
analysis and assess your
current level of compliance
considering available RTS
and ITS Policy Products

Define a prioritised
security roadmap that
includes DORA specific
requirements for your
organisation, but which
also keeps an eye on
compliance with other
applicable legislation
and regulations.

2

Assist with project
management and/or
hands-on execution of
the security roadmap,
e.g. putting in place key
policies and procedures,
performing resilience
testing, managing the
penetration testing

and implementation

of subsequent
recommendations,
performing third-party/
vendor risk assessments, ...

For more information on DORA, please contact one of our local subject matter experts:

BDO Belgium

Christophe Daems
Christophe.daems@bdo.be

BDO Czechia

Martin Horicky
martin.horicky@bdo.cz

BDO Denmark

Mikkel Jon Larssen
mla@bdo.dk

BDO Malta

Ivan Spiteri

ivan.spiteri@bdo.com.mt

Harry Wallace
1 " harry.wallace@bdo.co.uk

»Followus MO

» www.bdo.com.mt

‘BDO’, ‘we’, ‘us’, and ‘our’ refer to one or more of BDO International Limited, its network of independent member firms (‘the BDO
network’), and their related entities. The BDO network is an international network of independent public accounting, tax and advisory
firms which are members of BDO International Limited and perform professional services under the name and style of BDO (hereafter:
‘BDO member firms'). BDO International Limited is a UK company limited by guarantee. It is the governing entity of the BDO network.

Ronald Westerveen
Ronald.Westerveen@bdo.nl
BDO Czechia
Tomas Kubicek

~ tomas.kubicek@bdo.cz

BDO Germany

Aykut Bussian

aykut.bussian@bdo.de

BDO USA

James MacDonnell

jmacdonnell@bdo.com

Rachel Fallon
rachel.fallon@bdo.co.uk


mailto:Christophe.daems%40bdo.be?subject=
mailto:Ronald.Westerveen%40bdo.nl?subject=
mailto:martin.horicky@bdo.cz
mailto:mla@bdo.dk
mailto:aykut.bussian@bdo.de  
mailto:ivan.spiteri@bdo.com.mt
mailto:jmacdonnell@bdo.com
mailto:harry.wallace%40bdo.co.uk?subject=
mailto:rachel.fallon@bdo.co.uk
mailto:tomas.kubicek@bdo.cz
https://www.facebook.com/BDOMalta
https://www.linkedin.com/company/5244548/admin/feed/posts/
https://www.youtube.com/@BDOInternational
https://www.instagram.com/bdo_mt/?hl=en



