Ensuring



Article 5 of DORA outlines the governance

“and organisational responsibilities that
board directors and management must’
uphold, underscoring that board directors
and management bear the ultimate
responsibility.

Responsibilities of the Board

The specific responsibilities that board directors and executive management should fully embrace and prioritise are:
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Ultimate Responsibility: Accept ultimate responsibility for managing ICT risk within the financial entity,
ensuring digital operational resilience.

Data Integrity and Confidentiality: Establish policies to safeguard data availability, authenticity,
integrity, and confidentiality of sensitive information.

Clear Roles and Responsibilities: Define clear roles and responsibilities for ICT-related functions and
establish effective governance arrangements.

Digital Resilience Strategy: Set and approve the digital operational resilience strategy, including risk
tolerance levels for ICT risk.

Business Continuity and Response Plans: Approve, oversee, and periodically review ICT business
continuity policy and response and recovery plans.

Internal Audit and Budgeting: Approve and review ICT internal audit plans and budget allocations for
digital operational resilience.

Third-Party Service Providers: Approve policies related to the use of ICT services provided by third-party
service providers and ensure alignment with the digital resilience strategy.

Monitoring Third-Party Arrangements: Designate oversight and remain vigilant in monitoring risk
exposure and documentation of ICT third-party service provider arrangements.

Continuous Education: Stay up-to-date with ICT risk through regular training and skills development to
assess and manage ICT risk effectively.



BDO Malta: Your Partner for DORA Compliance

The European Union has set January 17th, 2025 as the deadline to achieve DORA compliance. While this might seem a distant
target, in fact achieving DORA compliance is a very complex and challenging task which requires a concerted effort by the in-

scope financial entities.

At BDO Malta, we understand the profound impact that the journey towards DORA compliance has on such organisations.

Our team of regulatory and compliance technical experts is dedicated to helping your company navigate this

complex environment.

Our comprehensive range of services includes:
» Board and Management Training on DORA;

» Expert guidance on DORA compliance;

» Performing gap analyses;

» Conducting risk assessments;

How can BDO Malta help?
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Assess the extent Perform a DORA gap

to which the DORA analysis and assess your
regulation applies to current level of compliance
your organisation considering available RTS

and ITS Policy Products

» Developing and implementing incident management and

business continuity plans;

» Providing continuous support and monitoring.
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Define a prioritised
security roadmap that
includes DORA specific
requirements for your
organisation, but which
also keeps an eye on
compliance with other
applicable legislation
and regulations.

Assist with project
management and/or hands-
on execution of the security
roadmap, e.g. putting in
place key policies and
procedures, performing
resilience testing, managing
the penetration testing

and implementation

of subsequent
recommendations and
performing third-party/
vendor risk assessments.


https://www.bdo.com.mt/en-gb/services/technology/digital-operational-resilience-act-(dora)/our-bdo-solution

FOR MORE INFORMATION:

BDO MALTA
Triq it-Torri Msida
MSD 1824

Malta

Tel: +356 2342 4000

info@bdo.com.mt

This publication has been carefully prepared, but it has been written in general
terms and should be seen as containing broad statements only. This publication
should not be used or relied upon to cover specific situations and you should not
act, or refrain from acting, upon the information contained in this publication
without obtaining specific professional advice. Please contact BDO Malta to discuss
these matters in the context of your particular circumstances. BDO Malta, its
partners, employees and agents do not accept or assume any responsibility or duty
of care in respect of any use of or reliance on this publication, and will deny any
liability for any loss arising from any action taken or not taken or decision made by
anyone in reliance on this publication or any part of it. Any use of this publication
or reliance on it for any purpose or in any context is therefore at your own risk,
without any right of recourse against BDO Malta or any of its partner, employees
or agents.

BDO Malta, a Maltese civil partnership, is a member of BDO International Limited,
a UK company limited by guarantee, and forms part of the international BDO

network of independent member firms.

BDO is the brand name for the BDO network and for each of the BDO Member
Firms.
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